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SUPERIOR COURT OF WASHINGTON 
FOR KING COUNTY 


LANDIS + GYR TECHNOLOGY, INC., a 
Delaware corporation, SENSUS USA INC., a 
Delaware corporation, and TRILLIANT 
NETWORKS, INC., a Delaware corporation. 


Plaintiffs, 

V. 

CITY OF SEATTLE, a Washington municipal 
corporation, SEATTLE CITY LIGHT, a 
department of the City of Seattle, PHIL 
MOCEK, an individual, and 
MUCKROCK.COM, a website registered to 
MICHAEL MORISY, an individual. 

Defendants. 


NO. 

DECLARATION OF DOUG WOLFE IN 
SUPPORT OF MOTION TO FOR 
TEMPORARY RESTRAINING ORDER AND 
ORDER TO SHOW CAUSE 


Doug Wolfe hereby declares as follows: 

1 . My name is Doug Wolfe, VP, Strategic Engagements and Commercial 
Operations, for Trilliant Networks, Inc. (“Trilliant”). I have personal knowledge of the facts set 
forth in this declaration, and am competent to testify thereto. 

2. This declaration is divided into five sections, as follows: 
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Section 1 describes Trilliant, its proprietary Smart Grid technologies, the time and 
resources expended by Trilliant to develop this proprietary technology, and the 
importance of Advanced Metering Infrastructure (“AMI”) to the future of the electric 
utility industry generally. Section 1 also describes the background facts concerning the 
City of Seattle’s Request for Proposals (“RFP”) for AMI, Trilliant’s response to that 
RFP, and the Public Records Act request at issue in this proceeding. 

o Section 2 describes in the sensitive computer and network security information redacted 
from Trilliant’s RFP response and why public release of that information could endanger 
both the physical and cyber-security of utility infrastructure and the proprietary value of 
the encryption and security technology developed by Trilliant. 

• Section 3 discusses Trilliant’s proprietary AMI technology and describes how the 
information redacted by Trilliant, if publicly released, would destroy the value of that 
information while providing an artificial advantage to Trilliant’s competitors in the AMI 
market. 

• Section 4 discusses Trilliant’s pricing models, and describes how public release of the 
detailed pricing proposal provided in response to Seattle’s RFP would threaten the value 
of Trilliant’s proprietary technology and allow Trilliant’s competitors to profit artificially 
from the Trilliant’s proprietary market research. 

• Section 5 describes how Trilliant would treat future RFPs for publicly-owned utilities like 
Seattle City Light should it be forced to disgorge proprietary information in this case, and 
therefore face a similar threat in future cases. 
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SECTION 1: TRILLIANT AND ITS PROPRIETARY SMART GRID TECHNOLOGY 


3. Trilliant is a leader in delivering intelligent networks that power the Smart Grid. 
Trilliant provides hardware, software and service solutions that deliver on the promise of 
Advanced Metering and Smart Grid to utilities and their customers including improved energy 
efficiency, grid reliability, security, lower operating costs, and integration of renewable energy 
resources. Since its founding, the company has been a leading innovator in the delivery and 
implementation of advanced metering infrastructure (AMI), demand response, and grid 
management solutions in addition to installation, program management, and meter revenue cycle 
services. Trilliant provides fully automated, two-way wireless network solutions and software 
for Smart Grid applications. The company’s Smart Grid communications solutions enable 
utilities to create a more efficient and robust operational infrastructure that reads meters on 
demand, verifies system outages in real time, enables quick repair, monitors substation 
equipment, performs on/off cycle reads, conducts remote connect/disconnect functions, and 
significantly reduces or eliminates energy theft through tamper detection. 

4. AMI is one of the most important developments in the recent history of the 
electric industry and also has important applications for other utilities providing critical services 
to the public, such as water and natural gas. When compared to traditional analog meters and 
communications systems, AMI can greatly improve the efficiency of utility operations, reduce 
utility operating costs, reduce the duration of electric service outages, reduce CO 2 emissions 
(through more efficient energy usage and fewer “truck rolls” to read, connect and disconnect 
meters) and improve the ability of electric grid operators to balance electric loads with available 
generation, which is an essential function to prevent widespread and costly outages in the electric 
grid. For example, advanced “smart” meters can measure each individual utility customer’s 
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power usage on instantaneous basis and send this information to the utility using radio signals. 
AMI thus greatly improves the efficiency of basic utility functions such as metering and billing. 
AMI also allows the utility a much greater visibility of individual loads, allowing the utility to 
tailor its rates, generation, and conservation programs to the specific needs of its customers. For 
example, metering data gathered through AMI systems can be used to provide real-time usage 
information to a utility’s customers via the internet, which encourages conservation and allows 
utilities to shave peak demands by providing price signals to consumers to move their demand to 
lower-priced, off-peak hours. When combined with the capability of the new generation of 
“smart” homes appliances such as Nest thermostats, these types of conseiwation and demand- 
shifting programs can be automated, with little or no direct customer involvement required. 

5. As suggested by the fact that eight different providers submitted extensive RFP 
responses to Seattle’s RFP, the AMI market is highly competitive, with many different 
companies competing both on price and in the types of technologies they can offer. In addition, 
AMI technology is evolving rapidly, with many different market entrants competing to offer new 
approaches to AMI, including improvements to “smart” meters, improvements to the 
telecommunications links that allow the utility to collect and use information from those meters, 
technologies that allow utilities and grid operators to integrate information from AMI into their 
operations, and technologies that integrate this information into grid operations to improve utility 
economics. 


6. In response to the rapidly-growing worldwide market for AMI, Trilliant has 
invested more than $50 million in capital and research and development (“R&D) dollars. 


resulting in over 45 U.S. and international patents and many more trade secrets and proprietary 


processes. 
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1 . While many providers offer AMI technology, Trilliant’s technology is unique for 
several reasons, including: Trilliant provides a high data rate communications network which 
when combined with its proprietary techniques for using communications protocols, provides the 
utility with a system that is efficient to use, secure to deploy and operate, and enables the utility 
to offer new customer services. Trilliant’s trade secrets and proprietary processes include 
deploying standard communications protocols in a unique way that reduces the head end system 
resources required to service large numbers of devices. Trilliant deploys security certificate 
hierarchies in a trade secret and proprietary manner that allows devices to be securely installed 
while reducing the management tasks the utility needs to employ to maintain security. 

The Trilliant system is also unique in terms of its stability, offering utilities a reliable 
system that scales to large numbers of meters and other network connected devices. How that 
reliability is achieved is proprietary information achieved through years of operational 
experience and know-how that Trilliant has incorporated in its products. 

The AMI market is rapidly advancing. The City asked that Trilliant provide its internal 
strategic roadmap of technology and Trilliant complied. These documents describe the next 
evolution of Trilliant products now in planning. Protecting those plans from competitors is 
critical to Trilliant’s ability to go to market with new, different and timely technology that will 
continue to differentiate Trilliant products from the competition. 

8. The SECUREMESH® system is product of Trilliant’s substemtial and sustained 

investment in R&D for new technology. Without access to the proprietary information Trilliant 
is seeking to protect in this proceeding, it would be difficult or impossible for even a 
sophisticated competitor to duplicate SecureMesh® or its technological capabilities. 


SecureMesh® utilizes proprietary software algorithms and methodologies developed and 
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optimized by Trilliant over many years based on Trilliant’s own and unique knowledge and 
experience deploying AMI technology. Any effort to duplicate that research effort would cost 
tens of millions of dollars. 


9. Trilliant carefully protects the proprietary information related to its SecureMesh® 
technology. Trilliant keeps sensitive information on password-protected computer servers with 
firewalls and other security measures. Only employees with a need to know the information are 
allowed access to the secured files. When dealing with other parties, Trilliant routinely enters 
into non-disclosure agreements with potential customers and business partners that protect its 
proprietary information. If the potential business matures into a business relationship, Trilliant 
routinely includes confidentiality provisions in its business contracts that protect its proprietary 
information, proprietary systems, and intellectual property. Trilliant’s proprietary information is 
provided to individuals outside the organization only where essential for business purposes and 
only when protected from release by non-disclosure agreements or confidentiality agreements. In 
this case, the documents assembled to respond to Seattle’s RFP were kept on a secure, password- 
protected computer server, and only employees directly involved in planning, documenting, and 
assembling the RFP response has access to the protected file. Access to very sensitive and 
proprietary information was further limited to specific individuals with a need to know via user 
access control measures. 

10. On November 12, 2014, the City of Seattle issued RFP SCL 3404, a Request for 
Proposals to provide Advanced Metering Infrastructure (“AMI”) to Seattle City Light and other 
Seattle public utilities. The RFP, which when printed is more than 175 pages long, required 
extremely detailed responses. For example, each response was required to contain a detailed 
plan for rolling out AMI in Seattle, details concerning the technology to be employed by each 
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respondent, information about the computer and network security and encryption systems each 
respondent proposed to employ, the new and add-on technology each respondent intends to 
develop over the next few years, and a detailed, item-by-item pricing information. 

11. On January 7, 2015, Trilliant submitted a Response (the “January 7 Response”) to 
RFP SCL 3404. As further described in the remainder of this declaration, the Response contains 
detailed descriptions of Trilliant’s proprietary computer and network security systems, detailed 
plans for roll-out of Trilliant’s proprietary SecureMesh® technology in Seattle, specific 
descriptions of the configurations and equipment Trilliant proposes to use for Seattle’s AMI 
system, and a detailed pricing proposal that contains an item-by-item description of the 
equipment that Trilliant proposes to deploy in Seattle. 

12. On February 23, 2015, the City requested additional information from Trilliant, 
including information about Trilliant’s AMI network design for Seattle and details regarding the 
operational characteristics of the proposed network. On March 5, 2015, Trilliant provided a 
response to the City (the “March 5 Response”), which included a detailed description of the 
network design Trilliant had prepared for Seattle using Trilliant’s trade secret methodologies, 
Trilliant’s R&D plan for future software and new AMI capabilities, and operational details how 
the Trilliant system would respond to a power outage. 

13. On March 1 1 , 20 1 5 , the City again requested additional information from 
Trilliant. Trilliant responded to this second request for additional information on March 12, 

2015 (the “March 12 Response”). The March 12 response contains additional operational details 
of Trilliant’s AMI design for Seattle, a detailed, line-by-line pricing matrix, and descriptions of 
Trilliant’s AMI rollouts at other utilities around the world, and sensitive information such as 
specific names of individuals employed by Trilliant’s customers. 
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14. On April 12, 2016, a request under the Washington Public Records Act (“PRA”) 


to the City of Seattle was made seeking documents related to “security audits performed of 
‘smart meter’ devices.” The request was signed by “Phil Mocek,” but contained the notation 


4C 


Filed via MuckRock.com Email (Preferred): 1 0.^7X-42D34 1 47 a lequesis. imickruck.com. 


99 


Thereafter, the City notified Trilliant that it Trilliant’s RFP response might be responsive to the 
PRA request and provided Trilliant with the opportunity to redact sensitive information from its 
responses before those were provided to Mr. Mocek. Trilliant redacted from the responses 
sensitive information including proprietary computer and network security and encryption 
systems, detailed information concerning the operational characteristics of its proprietary AMI 
technology, and detailed, item-by-item pricing lists. On May 1 1, 2016, Trilliant was notified that 
the City will release unredacted versions of documents to Mr. Mocek unless Trilliant obtains and 


the City is served with a Temporary Restraining Order by May 26, 2016. 


SECTION 2: TRILLIANTS RESPONSE CONTAINS SENSITIVE COMPUTER 
AND NETWORK SECURITY INFORMA TION 

16. In its January 7 Response, Trilliant proposed to deploy its proprietary 
SecureMesh® AMI system for Seattle. As required by RFP SCL 3040, and Seattle’s requests for 
additional information, the Trilliant’s responses contain an extensive discussion of the software 
security features and operating functions, the types, locations, and architecture of how Trilliant 
uses encryption technology throughout its AMI system. The security information provided to 
Seattle includes both detailed computer security risk assessments and security test results, and 
detailed descriptions of the structure and function of Trilliant’s proprietary computer and 
network security systems. 
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17. Specific examples of this type of information contained in Trilliant’s RFP 
Response, include; 

• Trilliant’s SecureMesh® System Security Overview (redacted pp. 20-24 of the January 7 
Response, and a similar document redacted from pp. 286-89 of the January 7 Response), 
which provides a detailed explanation of Trilliant’s layered network security system. 

o Trilliant AMI Solution Security Assessment & Recommendations (redacted pp. 290-99 
of the January 7 Response), a detailed computer security risk assessment of a previously- 
deployed Trilliant AMI system, which includes the results of computer security testing. 

• MWR, Application Security of Unity Suite (redacted pp. 300-59 of January 7 Response), 
another detailed computer security risk assessment, which includes the results of 
computer security testing and also includes discussions of computer codes used in the 
security features of the software. 

® Solution Overview — VoltVar System (redacted pp. 578-89 of January 7 Response) and 
AMI HES Reporting and Alarm Features (redacted pp. 591-94 of January 7 Response), 
both of which contained detailed designs, plans, and discussions of Trilliant’s proprietary 
AMI systems, including details regarding the security systems Trilliant has develop to 
protect those systems from cyber- and physical intrusions. 

• A detailed discussion of the computer security algorithms employed by Trilliant 
(redactions following “GQ16. Security” in March 5 Response). 

1 8. If information contained in Trilliant’s Response describing details of Trilliant’s 
security implementation and architecture is publicly released, the risks that a nefarious actor 
could gain unauthorized access to utility systems using Trilliant systems will increase 
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significantly. A determined hacker could use the information describing Trilliant’s security 
systems, as well as the security assessments and security test results, to determine how the 
system operates and to identify openings in the system that could provide a gateway for cyber- 
intrusion. Release of the information therefore significantly increases the risk of a damaging 
cyber-security incident. Because Trilliant AMI technology is deployed in utilities around the 
world, the cyber-security threat is not eonfmed to Seattle but threatens systems across the globe. 

19. In addition, information revealing the physical location of key equipment in 
Trilliant’s system increases the risks that a physical attack on Seattle’s AMI system could 
succeed, with extremely damaging consequences for the City’s industry, businesses, and 
individuals, specifically: power outages and interruptions and damage to physical assets of the 
utility. Disclosure of utility assets and locations increases this risk. 

20. Increasing the vulnerability of Trilliant’s systems to unauthorized aecess reduces 
the commercial value of Trilliant’s smart grid technology because Trilliant’s customers and 
potential customers would then have less assurance that Trilliant could effectively protect their 
systems from cyber-intrusions. Trilliant has invested and continues to invest heavily (expert 
staff, consultants, research and collaboration with its customers) to develop, refine and evolve its 
proprietary security and encryption technologies to stay ahead of ever rapidly changing threats. 
Releasing information concerning the specific structures and technologies used in this system 
jeopardizes the value of this investment, which would be destroyed if a nefarious actor used the 
information to identify vulnerabilities in the system. To replace this system with a comparably 
secure set of computer seeurity and encryption devices after such a breach would essentially take 
an AMI vendor off the market for months if not years to develop new approaches. 
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21 . 


Increasing the vulnerability of utility systems to unauthorized cyber-intrusions 


also has serious national security implications. Cyber-security is recognized as a major national 
security concern. Cyber-attacks targeting the electric utility industry now occur regularly, and 
are carried out by a variety of actors, ranging from the armed forces of nation-states to organized 
terrorist groups to major rings of cyber-criminals and hackers seeking to profit from access to 
sensitive information. Recent initiatives from the federal government demonstrate the 
seriousness with which cyber-security is now treated in the utility industry. For example, electric 
utilities must now comply with mandatory standards issued by the North American Electric 
Reliability Corporation to protect “Critical Infrastructure,” including detailed standards to protect 
critical electric grid infrastructure from cyber-attack. Those standards are enforced by the 
Federal Energy Regulatory Commission under Section 215 of the Federal Power Act, which 
Congress enacted in 2005. Additionally, the U.S. Department of Energy, in cooperation with the 
U.S. Department of Homeland Security and the Federal Energy Regulatory Commission, has 
established an Information Sharing and Analysis Center for the Electric Sector (“ES-ISAC”) that 
allows information sharing between federal security and intelligence officials and the electric 
industry on the constantly-evolving cyber-security threats to the electric industry. ISACs have 
been set up for a number of other industries, including water and natural gas utilities. 

22. While the nation’s electric system is under constant cyber-attack, to date those 
attacks have not succeeded in producing significant damage or widespread outages, in major part 
because cyber-security systems like those created by Trilliant have succeeded in blunting these 
attacks. However, a successful cyber-attack could produce widespread blackouts and destruction 
of critical electric infrastructure. A successful attack of this kind could leave large areas of the 
country without electricity for hours or days, producing millions or even billions of dollars in lost 
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economic activity and waste of resources. Such an attack could also have serious national 
security implications if it succeeded in leaving key military bases or other military assets without 
power. 

23. In addition to extensive security and encryption measures that prevent hackers 
and cyber-criminals from accessing its system, Trilliant’s AMI system includes features that 
allow utilities to detect meter tampering, theft of power, and other criminal activities. If 
criminals obtained access to the details of how these systems work, they might be able to 
develop work-arounds that would avoid detection of these common criminal activities. Power 
theft and metering tampering are a major problem for analogue meters because, unless the illegal 
taps can by physically observed, analogue meters provide very little information for utilities and 
law enforcement authorities to detect these kinds of criminal activities. 

24. Even if unsuccessful, if a hacker succeeded in penetrating the network security 
and encryption codes using the information obtained from Trilliant’s response, it likely would 
require substantial effort by Trilliant, and possibly the many utility customers using Trilliant’s 
AMI technology, to create new network security and encryption systems that are designed to 
defeat the type of attack enabled by release of proprietary and confidential information regarding 
Trilliant’s network security and encryption technologies. 
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SECTION 3: RELEASE OF TRILLIANTS PROPRIETARY INFORMA TION 
WOULD DESTROY THE VALUE OF ITS SECURE MESH 
TECHNOLOGY AND PROVIDE ITS COMPETITORS WITH AN 
UNFAIR COMPETITIVE ADVANTAGE 

25. As required by RFP SCL 3404, Trilliant’s response contains specific plans and 
diagrams developed by Trilliant for rollout of an AMI network in the City, as well as highly- 
detailed information concerning the number, type, operating characteristics, and location of the 
Trilliant equipment that would comprise the City’s AMI network. Trilliant has developed 
proprietary network design tools and methods to provide superior and cost effective deployment 
of equipment. Publicly revealing this information would compromise Trilliant’s proprietary 
technology by providing its competitors with a roadmap to reverse engineer the technology and 
other critical proprietary information. Such an outcome would allow Trilliant’s competitors to 
artificially profit from Trilliant’s extensive R&D efforts, and would create a serious disincentive 
for continued investment in R&D by undercutting the value of that investment. 

26. Because of the specificity required by the City in RFP SCL 3404 as well as the 
City’s requests for additional data from Trilliant, Trilliant’s responses set forth in great detail its 
plans for developing an AMI network for the City. For example, the Response plans and 
diagrams set forth: (a) the specific number and types of equipment that would be deployed; (b) 
extensively discussion of the specific operating characteristics of this equipment, such as the 
radio frequency performance and required locations of equipment, the industry operating and 
interoperability standards the equipment is designed to meet, and the manner in which different 
pieces of equipment would interact; (c) the software that would be employed to support 
operation of the AMI system, including specific features of the software, scheduled upgrades, the 
process for detecting and remedying bugs, and the manner in which the software integrates into 
existing utility software systems; (d) the intervals at which data will be reported from digital 
meters, the method by which this data will be gathered and processed, and detailed explanations 
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of how alarms will be triggered by specific events like outages and reported to utility operators 
and how the AMI system will response automatically to these alarms; (e) as discussed in greater 
detail above, extensive information about the network and computer security systems employed 
by Trilliant. 

27. Specifie examples of detailed documents of this type that Trilliant redacted from 
the versions of its response provided to Seattle for release to Mr. Mocek include; 

o Network Design (partial redaction of page 3 1 of the Januaiy 7 Response; same material 
redacted from March 5 Response), which sets out the specific numbers and types of 
equipment that Trilliant proposed for its plan to provide AMI services to Seattle, 
o Expanded Network Coverage and Capacity Analysis (redacted pp. 49-63 of the January 7 
Response) which contains detailed diagrams, descriptions, and analyses of how the AMI 
system proposed by Trilliant for Seattle would operate, including a detailed description of 
the number, operating charaeteristics, and types of equipment Trilliant proposed to 
deploy in the Seattle AMI system. The same document was redaeted from the March 5 
Response. 

• Technical Note, Aggregated RT Power Outage/Restoration (redacted pp. 360-65 of 
January 7 Response, also redacted from the March 5 Response), a detailed deseription of 
how Trilliant’s proprietary AMI systems would detect, communicate, and respond to 
power outages. Trilliant redacted a similar discussion of how its AMI system responds to 
outages in the March 5 Response (redacted pp. 30-32, responding to “GQ8 - Outage 
Management”). 

« UnitySuite® 9.9.5 Release Notes (redacted pp. 366-98 of January 7 Response) and 
Install/Upgrade UnitySuite 9.9.5 (redacted pp. 399-458 of January 7 Response), both of 
whieh are detailed descriptions of Trilliant’s proprietary AMI software, including 
detailed description of functional features, installation instructions, operation instructions, 
password and security protocols. Pages of compiled object code are disclosed such as 
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server.xml code showing the workings of command and control functions work within 
the Triliiant software. Trilliant discloses this infonnation to its customers to enable them 
to implement, operate and maintain their AMI systems. Trilliant disclosed it to Seattle in 
response to the City’s request for samples of Trilliant’s software documentation in order 
understand the requirements to install, operate and administer the system. 

• A detailed description of how information is shared between the different components of 
Trilliant’s proprietary AMI technology, including specific operating characteristics of the 
equipment, the numbers of specific types of equipment Trilliant proposed to employ, and 
the proprietary methodology Trilliant employs to design its AMI systems (redactions on 
pp. 13-16 of March 5 Response). 

• Diagrams and descriptions of the multi-tiered architecture of Trilliant’s AMI proprietary 
technology (redactions to pp. 62-63 of March 5 Response). As Built Document for AMI- 
MDM Demand Reset (redacted from March 1 2 Response), which describes certain 
software Trilliant included in its proposal for Seattle, including compiled object code and 
details about software’s architecture and operation. 

28. This information, if it became publicly available, would give anyone with a 
reasonably sophisticated understanding of AMI systems deep insight into the specifics of 
how Trilliant’s proprietary systems work, including many of the unique features that 
provide Trilliant with a significant advantage in the AMI market. For example, by 
knowing the type of equipment deployed, its operating characteristics, details of the 
tiered architecture of Trilliant’s AMI systems, the proprietary planning protocols Trilliant 
uses to design AMI systems for specific utilities, and the numbers and location of that 
equipment, Trilliant’s competitors could easily deduce critical proprietary details about 
Trilliant’s SecureMesh® system, including, for example, Trilliant’s unique system for 
“layering” AMI architecture, key competitive capabilities such as over-the-air firmware 
updates, meter data collection times and reliability, the amount (numbers and placement) 
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of communication system resources required to service a particular number of meters, 

and performance metrics for the system such as data rates, transaction rates and latencies. 

29. Allowing Trilliant’s competitors access to this information would pave the way 
for them to develop similar or identical systems, thus undercutting the value of Trilliant’s unique 
AMI systems, and allowing Trilliant’s competitors to artificially profit from Trilliant’s huge 
investments in R&D and AMI system development. 

30. The Trilliant responses also contain detailed description of Trilliant’s planned 
deployments of specific software packages and functionalities. These include, for example, the 
“Roadmap” document (redacted pp. 908-10 of the January 7 Response) and the Trilliant Long- 
Term Roadmap - Industry Solutions (redacted pp. 53-56 of March 5 Response). 

3 1 . This information is highly sensitive because, if released, it would reveal where 
Trilliant is investing its R&D and system development dollars and, by implication, where 
Trilliant expects market demand based on its internal research and industry experience. If this 
information were released to the public, it would allow Trilliant’s competitors to anticipate 
Trilliant’s market strategy and to focus their resources on undercutting that market strategy by, 
for example, developing competing systems that would be first to market before the systems 
Trilliant is developing. In this way, releasing the information would allow Trilliant’s 
competitors to artificially profit from Trilliant’s proprietary market and research strategies, and 
undercut the value of Trilliant’s substantial investments in these areas. 

32. Finally, as is typical of RFPs in the industry, Seattle in RFP SCL 3404 required 
Trilliant to provide a number of trade references, that is, references to utilities where Trilliant 
technology has already been deployed and to individual contacts within those utilities. As 
required by the RFP, Trilliant provided four such trade references. In the copy of the March 12 
Response provided to Seattle, Trilliant has redacted the names, addresses, and emails of the 
individuals at those utilities in a document entitled Acceptance Testing of AMI Electric Meters 
and Communication Concentrators. Trilliant has done so for two reasons. First, that information 

t: 


DECLARATION OF DOUG WOLFE IN SUPPORT OF 
MOTION FOR TEMPORARY RESTRAINING ORDER 
AND ORDER TO SHOW CAUSE - 16 


CAIRNCROSS & HEMPELMANN. P.S. 

ATTORNEYS AT LAW 

524 2nd Ave, Suite 500 

Seattle, WA 98104 

office 206 587 0700 fex: 206 587 2308 


{03I07490.DOCX;! } 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 


is subject to non-disclosure agreements between those third-party utilities and Trilliant. Second, 
those utilities agreed to provide the names on individual employees only for the limited purpose 
of providing information to Seattle concerning the testing and validation of Trilliant deployments 
at those utilities. Disclosure of those names beyond the agreed-upon purposes might be viewed 
as a violation of this understanding, causing those utilities to refuse to provide trade references in 
future RFP processes. If trade references are lost because of such unauthorized disclosure, 
Trilliant could suffer significant economic consequences because Trilliant is required to provide 
trade references in nearly every RFP process and even in less-formalized processes with 
prospective customers. If adequate trade references are unavailable, Trilliant might be precluded 
from participating in RFP processes requiring a specific minimum number of trade references, 
and its reputation in the industry could be harmed if trade references are not available. 


SECTION 4: RELEASE OF TRILLIANT’S DETAILED PRICING PROPOSAL 
WOULD PROVIDE ITS COMPETITORS WITH AN 
UNFAIR COMPETITIVE ADVANTAGE AND COMPROMISE 
TRILLIANTS PROPRIETARY TECHNOLOGY 


33. As required by RFP SCL 3404, Trilliant submitted a detailed, item-by-item 
pricing proposal to Seattle along with its January 7 Response. This pricing information was 
delivered to Seattle in a sealed envelope, marked as confidential, separate from the rest of 
Trilliant’s response. Trilliant also provided additional detailed, line-by-Iine pricing information 
to Seattle in its March 12 Response. Trilliant redacted information concerning item-specific 
pricing and the numbers of specific pieces of equipment in both documents before allowing 
release to Mr. Mocek. 

34. The redacted information includes a list of the specific equipment Trilliant 
proposes to provide to Seattle, the per-item price of this equipment, and detailed descriptions of 
each piece of equipment. For the reasons described above, disclosing specific items of 
equipment and their descriptions provides a roadmap for competitors of Trilliant leading them to 
the specific proprietary solutions upon which Trilliant has based its unique AMI solutions. 
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35. In addition, the specific pricing details in Trilliant’s pricing proposal are also 
proprietary and its release could produce severe economic consequences for Trilliant and 
artificial competitive advantages for its competitors. The item-specific pricing information 
contained in Trilliant’s pricing proposal is based upon extensive market research as well as 
design analysis of the proprietary elements of Trilliant’s AMI technology and our company’s 
long industry experience. Trilliant has invested substantial time and resources in developing 
pricing specific to the products and services proposed. 

36. As with information concerning its proprietary technologies, Trilliant tightly 
controls the use of our pricing model and the pricing information derived from the model. The 
only copy of the Response in Trilliant’s office resides on a password protected server that is 
restricted to authorized Trilliant internal users who have been granted access to specific 
protected folders. In addition, Trilliant systematically protects its pricing and proprietary 
technology by including strict confidentiality provisions in all agreements. 

37. If Trilliant’s competitors obtained an unredacted copy of the Response, they 
would obtain access to valuable information about our pricing on item-by-item basis. Release of 
this information to Trilliant’s competitors would destroy the value of the information because 
Trilliant’s competitors could then predict Trilliant’s pricing strategies and undercut Trilliant’s 
bids. The result would be a substantial loss to Trilliant as well as a substantial loss to the public, 
which relies on the integrity of the public bidding to obtain critical infrastructure at the lowest 
possible cost and with the best available technology. By contrast, Trilliant’s competitors would 
gain from the release of Trilliant’s proprietary information by being able to predict Trilliant’s 
pricing and future system solutions, thus obtaining an artificial competitive advantage over 
Trilliant. 


38. There are many factors that impact the total cost of AMI networks that are unique 
to each utility and to an individual vendor’s technical solution. The density of the meter 


population and characteristics of the terrain, the backend systems to be integrated, and project 
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deployment timeline are just a few examples. In addition to the technical capabilities of a 
vendor’s AMI solution (e.g., bandwidth), the amount of equipment, network deployment 
locations and time lines are critical competitive elements. Unit pricing tables showing the 
predicted number of equipment units expose that proprietary information, as well as the 
significant competitive and confidential information about the unit prices the vendor has 
negotiated with its sub-vendors. Trilliant has not objected to release of the overall total price of 
its bid to Seattle. This bottom-line price is an aggregation of the hundreds of individual elements 
contained in Trilliant’s bid. Because it is composed of such a large number of individual 
elements, many of which are unique to Seattle, the aggregated bottom line bid price would not 
provide Trilliant’s competitors with any meaningful information about either Trilliant’s 
proprietary technology information or about its proprietary pricing research and models. In 
contrast, providing detailed line-by-line pricing with specific quantities for each network element 
would allow competitors to accurately model Trilliant pricing for future bids taking into account 
the unique characteristics of a given utility. 


SECTION 5: IF TRILLIANT IS FORCED TO DISGORGE PROPRIETARY 
INFORMA TION, IT WILL WITHDRA W FROM THE MARKET FOR 
PUBLICLY-OWNED UTILITIES OR ELSE DEMAND A SUBSTANTIAL 
PREMIUM TO PARTICIPA TE IN THE MARKET FOR PUBLICL Y-OWNED 
UTILITYAMI 

39. If Trilliant is threatened with release of its critical pricing information and 

proprietary system solutions through the Washington Public Records Act, Trilliant will approach 
the bid/no bid decision in future public bidding processes in the State of Washington very 
differently from the Seattle proposal. Seattle’s RFP asked many detailed technical and 
commercial questions, to which Trilliant responded with detailed technical and commercial 
information. If by providing the best information it could to inform the City’s decision making, 
Trilliant’s trade secrets, proprietary information, and network and eomputer security information 
are released, Trilliant will in the future either “no bid” such opportunities or will provide nothing 
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more than the minimum public information responsive to the questions. The range of negative 
consequences is clear: Trilliant foregoes opportunities to sell its technologies to the public sector 
or drastically reduces its chances of winning by providing insufficient responses. At the same 
time, the public entity loses out on the opportunity to make a rigorous and detailed assessment of 
its purchasing options. Trilliant will use the same calculus when considering bids to public 
agencies in other states where the release of its critical pricing information in Washington could 
be used as a precedent to force release of that information in those other states. The result would 
be the loss of substantial business opportunities for Trilliant. The public could also suffer 
substantial loss because the withdrawal of market competitors makes competitive bidding 
processes less effective at producing the best technical options at the lowest possible price. As 
a result, the customers of publicly-owned utilities in Washington, as well as publicly-owned 
utilities in other states, are likely to pay higher costs for AMI technology and will lose access to 
significant and rapidly-evolving technologies that would otherwise best serve those utilities and 
their customers. 

40. In the alternative, depending on how future RFPs are formulated, Trilliant might 
attempt to participate in those RFP processes but withhold critical proprietary information from 
its responses. If this occurs, the RFP process is undermined because the public agency will lack 
critical information necessary to make a fully-informed choice about the price and characteristics 
of the technology chosen in the RFP process. As a result, the risk that the utility will choose sub- 
optimal technology at sub-optimal pricing increases, producing significant loss to the public, and 
significant loss to Trilliant and other competitors with price or technology advantages, and 
significant gain to under-qualified competitors, whose RFP responses are more likely to be 
chosen based on insufficient information, even where Trilliant or others offer the best price and 
the best-fit technology. 
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1 declare under penally of perjury under the laws of (he State of Washington that the 


forgoing is true and correct. 

SIGNED this 18th day of May, 2016, at Redwood City, California. 
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